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Problem Definition

Given:
X=X, X, X}
m X ={(X,vy)[1<j<m}
S =xX,%,...
B an itemset is a subset /| C X

B freq(/) is the relative frequency of / in S

Goal: Determine Fs = {/ C x| X € S A freq(l) > 6}, while also
preserving privacy-preserving properties such as t-closeness.
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ISON

Iteration 0

<0 o

for ht € f.c and fec € feee do

P <« {nodei, ..., node; € ht | node;.isRoot() A\ node.isLeaf ()}

for path € P do
C < turn path into an itemset

// iterate over itemsets by size and prune
candidates using filter

it < subsets(c, pruning = true)

C+— CU{s|seit}
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ISON

s .
Iteration 1 Iteration 2 Iteration i

Iteration > 1

while |C’'| > 0 do
Courr < C', C" 0
if |iterations| = 1 then
| mergePartners «+ iterations[1]
else
| mergePartners < iterations[1 : i]
for ¢; € mergePartners and ¢, € Cypr do
if filter(merge(c1, cz)) then
| C'+ C'U{merge(c1, )}
iterations.append(C’)
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Protecting Individual Entities (1)
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B a set of sensitive attributes O
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B g: global distribution
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Protecting Individual Entities (1)

t-closeness:

B a set of sensitive attributes O
e.g., {age, gender, occupation}

B g: global distribution

B d: local distribution of a Q € Q

global:

0.6
0.5
0.4
E
o) m | | = Im I--
age 0-24:
0.6
0.5
0.4
E
0'(1) | Em -
hhhhh s et ioerrmies s
£88882588dcs528¢e8g£gs8
SSSSEZEEEcE8c0Egggo3Es
585258 25 s h g
5§85 "E g 87 8
5 < s

Michael Geilke and Stefan Kramer




Privacy-Preserving Pattern Mining, on Online Density Estimates

Protecting Individual Entities (1)

t-closeness:
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Protecting Individual Entities (1)

t-closeness:
B a set of sensitive attributes O
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B g: global distribution
B d: local distribution of a Q € Q
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Evaluation (1)

Dataset \ Shortcut \ Purpose \ #Variables \ #lnstances
ibm01 50,000

IBMapci2,4y | ibm02 general 10 500, 000
ibm03 5,000, 000

10,000, 000

20,000,000

IBMap—4 running time 10 | 30,000, 000
40,000, 000

50, 000, 000

pokerhand poker 11 1,025,015
skin 4 225,009
movielens-01 | mov01 discovery 9 49,282
movielens-02 | mov02 16 49, 282
movielens-03 | mov03 23 49, 282
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Evaluation (2)

Algorithms:
m POEt
m Apriori
B Moment (window sizes: 102,103,10% 4 - 10%)

Performance Measure:
o ‘fISON(S)g-FApriori(S)‘
N TPR - I}—Apriori(s)l
_ |{IG‘FISON(S)|I¢]:Apriorr'(5)}|
. FPR - ‘]:Apriori(s)l
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Discovery of Frequent ltemset
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c

Running Times
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Effect of t-closeness Property
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Conclusion

B ISON extracts frequent itemsets from the structure of a
probabilistic condensed representation

B proof of correctness
B good performance on datasets with a high combination ratio

B t-closeness can be enforced by modifying the density estimates

Future Work:
B other types of itemsets
B extension to numeric attributes

B other frequency-related constraints such as class-correlations

14

Michael Geilke and Stefan Kramer



Privacy-Preserving Pattern Mining, on Online Density Estimates

=

Thank you for your attention!
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